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1. privacy protection -
2. laaS security:
a. e #E1% e = 4 (virtual machine independency) ©
b. R BAE  FRF T AT 0t v Fid .
TR ¢ BiE block level e Bl BIF L ATREHF F B T
BoRELALEZPEREDTAH -
3. PaaS security:
A ZHRIET X 2EIL B A MB LY RIT I 2 HRAET S
ERFELT - FE
b. ¥ & & 4 T ¢ 1™ AAA (Authentication, Authorization &
Accounting) -
C. ¥ EEX 231 o
4. Saas security:
TR KT 2P % ki Web App 3¢ (XML, RIA) #k
#8 s ~Web DB 75 P~ = 5 ¥ ¥ ~Behavior based & &, 48 /i i 1 B o
b. £ & & 4 T ¢ 1™ AAA (Authentication, Authorization &
Accounting) o
c. data integrity and protection -
& 475" 2 7 2 CIA (Confidentiality, Integrity, Availability) #3
FRZROT X PRERE AAARRE o

Cross-layer security solutions -

t;h.\].@.m

=~ Z 3t E g (for container computer, elastic service device, open
cloud OS and middleware )
1 2835 T 53

a. virtualization



2.

service flow and workflow orchestration

=

programming model

o o

world-wide distributed storage system

dynamic resource management and provisioning

=h @D

energy-efficient infrastructure and platform

availability and reliability

> @

data management

I. cloud interoperability
Z w3t B ORI
web service and SOA

T &

web 2.0 and mashup

privacy and trustworthiness management

o o

service quality guarantee
e. universal access for heterogeneous client devices

f. virtual enterprises and organizations
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